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This presentation was delivered on the 12t October
2016 at the Chartered Institute of Ergonomics and
Human Factors and Ergonomics (CIEHF) Beds,
Bucks and Herts regional group in Harpenden.

This version of the presentation has been annotated
with text boxes to provide an approximate narrative of

the talk.
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DCA

Medical device design

This presentation is intended for those who have a good understanding of human factors
and ergonomics, but are perhaps new to medical device design.

The presentation will cover:

1. What makes medical devices different from other domains.

2. My experience of medical device development (that | can talk about).
3. Historic examples of when it goes wrong.

4. Interesting trends in medical device development and what this means for HF.
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What makes
medical devices
different?
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Still about system performance

In a lot of ways, human factors for medical devices, is just like
human factors in other domains. It's about understanding and

improving system performance.
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Core FDA focus

The difference, to some other domains, may lie in the
priority placed on these values.

The FDA have an almost exclusive focus on safe and
efficacious uses, at times this is to the detriment of the
other factors.

In a recent white paper, Ron Kaye (formerly of the FDA),
said the following:

“All the FDA is concerned about is whether the device
interface has been designed in a way that retains some
kind of a flaw in the interface. The flaw being something
that would cause a user not to do something that they
need to do, or when they do something with the device,
they do it incorrectly.”
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Standards

In terms of standards, there is
one main document that
describes the process BS EN
62366. Recently, this was
expanded and split into two
parts.

The first part, BE EN 62366-1,
focuses more on the process of
integrating HF while the second
part turns its attention towards
the tools and techniques for
delivery.

Another useful document is
called HE75, this provides even
more detail on the tools and
techniques. And also contains
look-up table data.

62366 is essential reading
while HE75 is strongly
recommended.

BS EN 62366-1:2015

Incorporating comigendum December 2015

- ] : ‘ i 3
BSI Standards Publication

Medical devices

Part 1: Application of usability
engineering to medical devices

L3
bSl. .making excellence a habit”

bsi.

PD IEC/TR 62366-2:2016

Medical devices

Part 2: Guidance on the application of
usability engineering to medical devices

American
National
Standard

ANSI/AAMI HE75:2009

Human factors engineering —
Design of medical devices

Association for the Advancement
of Medical Instrumentation
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Changes in updated version

A recent additions to the updated
version of 62366 are two new terms,
Formative and Summative
evaluation. These terms are really
quite useful as they help to
differentiate between two quite
different human factors activities.

Formative design studies are
primarily concerned with informing
the design of better products and
services. It involves using user
studies and other HF techniques to
identify ways of improving the
design. Formative studies are the
basis of good iterative user-centred
design.

Summative studies are primarily
concerned with proving that the
product can be used safely. In other
industries this might be referred to
as assurance.

The two terms are very useful as
they help describe what different
consultants and consultancies do. As
a design consultancy, DCA tend to
focus on formative work, whereas
others tend to gear up for
summative work.

3.7

FORMATIVE EVALUATION

USER INTERFACE EVALUATION conducted with the intent to explore USER INTERFACE design
strengths, weaknesses, and unanticipated USE ERRORS

Note 1 to entry: FORMATIVE EVALUATION is generally performed iteratively throughout the design and development
PROCESS, but prior to SUMMATIVE EVALUATION, to guide USER INTERFACE desigh as necessary.

3.13

SUMMATIVE EVALUATION

USER INTERFACE EVALUATION conducted at the end of the USER INTERFACE development with the
Intent to obtain OBJECTIVE EVIDENCE that the USER INTERFACE can be used safely

Note 1 to entry: SUMMATIVE EVALUATION relates to validating the safe use of the USER INTERFACE.
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IEC 62366-1 (2015)

This is one of the most useful diagrams in
BS EN 62366-1

[Don’t worry, | will zoom in on the next slide]

What it shows, at this level, however, is the
expected workflow for human factors within
a device development programme. It is the
kind of table you might expect to see in a
Human Factors Integration Plan (HFIP).
Critically, it shows the alignment with the risk
management standard ISO 14971.
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IEC 62366-1 (2015)

Starting from the top, this will
probably look familiar to those
working in other domains of human
factors.

1. The process starts by exploring
and defining how the product
will be used.

2. The user interface is then
defined using tools like task
analysis.

3. Task models are then explored
to identify hazards.

4. Hazardous scenarios are then
identified.

5. These are then defined for
summative testing.

6. A user interface specification is
then defined and explored
using prototypes.

RISK MANAGEMENT [ISO 14971
(decision making process)

INTENDED USE (4.2)

L J

Identify characteristics related to
SAFETY (4.2)

USABILITY ENGINEERING IEC 62366-1
(design and development process)

Prepare USE SPECIFICATION Q paereeTt

(5.1) B

Y

Identify HAZARDS and
sequences of events leading to
HAZARDOUS SITUATIONS (4.3, 4 4)

y

Estimate RISKS (4.4)

Is
RISK reduction

necessary?
(5)

yes
=

Y

Identify, implement & verify
RISK CONTROL measures
(6.2, 6.3)

A
Identify USER INTERFACE
characteristics related to SAFETY
. (5.2)
i
4
Identify known or foreseeable
------------------ Fromsemnemenmnenn. HAZARDS and HAZARDOUS
SITUATIONS (5.3)
n]

q____________-

|dentify and describe HAZARD- °
RELATED USE SCENARIOS (5.4)

Select USE SCENARIOS for e

SUMMATIVE EVALUATION (5.5)

Establish USER INTERFACE e

SPECIFICATION (5.6)

<

'User research
‘Contextual inquiry

7" Conceptual model

‘Comgparative analysis

) Functional analysis

TASK analysis

‘Cognitive TASK

4 analysis
‘Workload assessment
Elnter\rlews

.. Detailed specifications

{USE SCENARIOS

Design specifications
Prototyping

" Participatory design

Style guide
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IEC 62366-1

7. Adiscussion guide or
evaluation plan is the
defined.

8. An iterative loop of
formative testing them
takes place.

9. Finally summative
testing.

Is
RESIDUAL RISK
acceptable?

RISK benefit
acceptable?
(6.5)

Are other
HAZARDS generated?
(6.6)

Are all
identified HAZARDS

considered?
(6.7)

Evaluate overall RESIDUAL RISK
acceptability (7)

Y

Complete RISK MANAGEMENT
report (8)

.
t

Y

Review production and
post-market information (9)

v

Establish USER INTERFACE
EVALUATION plan (5.7)

Design a
USER INTERFACE (5.8)

v

Perform
FORMATIVE EVALUATION (5.8)

More
refinement needed?
(5.8)

New problems
indentified?

Perform
SUMMATIVE EVALUATION (5.9)

New problems
identified? (5.9)

Further
improvement necessary
and practicable? ?
(5.9)

yes

‘UsasiLiry goals as

acceptance criteria

‘Production unit final
. VAUDATION

Exper:raviews
:Heuristic analysis

.- :Design audits

:Cognitive walkthroughs
‘Usapiity testing

UsABLITY testing
+Simulated clinical

environments and field
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IEC 62366-2 (2016)

62366-2 provides a similar table, however, this
provides a little more detail on the process and the
types of tools that might be used.

In this part of the standard it’s a little more explicit than
in part 1.

]
5

'Design and FORMATIVE EVALUATION

=
[EEr——
( e
L [ Evalte nesauUAL ASS relted 1o usaB Ty sccarding to (S0 TES71000], 6.4
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available databases

Review publicly
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12 Select HAZARD-RELATED USE SCENARIOS for SUMMATIVE EVALUATION
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HAZARD-RELATED USE SCENARIOS
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14 Establish user INTERFACE EvALUATION plan

DCA

13 Establish USER INTERFACE SPECIFICATION
15 Design and implement the USER INTERFACE
16 Perform FORMATIVE EVALUATIONS

IEC 62366-2 (2016)

The table shows the iterative nature of formative S Conceptualize Implement Evaluate
studies and highlights how they would be repeated as =
- - . o —
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Useful tools

The following is a list of useful and commonly used
tools within medical device design.

Task analysis.

PCA model (described in the diagram on the right).

UFMEAs.

Error prediction (e.g. TRACEr, SHERPA).
User trials.

Interviews.

Ethnography.

Force assessments.

Postural assessments.

Manual handling assessments.

Link analysis.

Less frequently used.

Abstraction hierarchies (CWA).

Decision making assessments (decision ladders).
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PCA example

The PCA model can be applied to each base-level
task of a Hieratical Task Analysis model (HTA).

Taking the example of removing a cap from a medical
device:

» Ata sensory (perceptual) level, users need to be
able to see or feel where the cap is on the device.

« At a cognitive level, users need to know how to
remove the cap (should it be twisted, pulled, etc).
This could be recalled from memory or the user
could use problem solving skills. Here the design
the cap can help to make it more intuitive.

* Finally at a physical level , the user needs to have
enough strength and dexterity to perform the
removal operation.

Once identified these requirements can help form a

design specification as well as highlight opportunities
for error.
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Work at DCA

DCA is a design consultancy
that has been developing
products for over 60 years.
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DCA

The key to our success is
our team of experts in
different skills.

HF experts, work side by
side with researchers,
designers, engineers,
software developers and
model makers to develop
better products.

Interaction Design

Software

Mechanical
Engineering

Design Research
& Planning

Engineering

Electronic
Engineering

N

® Prototyping

\V/

Industrial Design

T

® Human Factors
/ & Usability
(V)]
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And its not just about medical together we work on everything from toothbrushes....
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A fair proportion of our medial
work is in developing
mechanical drug delivery
devices
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We also develop
electro-mechanical
devices, where code
has to be demonstrably
safe.
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installations such as
radiography
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Powerful examples of
where It goes wrong
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IEC 62366-2 (2016)

8 Prepare USE SPECIFICATION

| am going to talk about two powerful example of where
medical devices use has resulted in undesirable outcomes.

research

[ Conduct contextual inquiries J { Conduct focus group with advisory panel J
| want to talk about these for two reasons:

1. They are useful example for communicating the value

9 Identify characeristics for saFeTy
of human factors. fy

2. Thereis a requirement in IEC 62366-2 that we learn

from past experience to improve products. incl. PCA analysis POST-PRODUCTION information available databases

L Conduct Task analysis J [ Review historical internal } [ Review publicly J

10 Identify HAZARDS and HAZARDOUS SITUATIONS

- ( ) ) [ Conduct workshop with RISK MANAGEMENT team J
nn;\l‘;t:cv:s:’::‘}:k ] { Revicw historcal ntermal ] [ :l:;:mmﬂv ]
( e —— ) 11 Identify and describe HAZARD-RELATED USE SCENARIOS
3:-:};11733"3:"35-”::“““ ] 12 Select HAZARD-RELATED USE SCENARIOS for SUMMATIVE EVALUATION
 EEeeeT— Identify, describe, and categorize
R m—— HAZARD-RELATED USE SCENARIOS
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Example

Here is a historic example from
the FDA website of a sleep
apnoea monitor. It is a device
designed to sound an alarm if the
child stops breathing.

Before moving on to the next slide
take a few moments to think about
how this could go wrong?

This picture shows the correct way to connect the infant to the Monitor. The ELECTRODE
LEADS are plugged into the PATIENT CABLE which in turn connects to the MONITOR.
The MONITOR is connected to the WALL SOCKET by the POWER CORD.
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Example

Well it’s all to do with the leads and making
incorrect connections.

As the diagram shows the pins on the
electrodes are the same size as those for the
power outlet. As such it's possible to connect
the electrodes directly to the mains socket or
to one of the leads. And this happened on a
number of occasions.

Given the consequences these kind of things
are hard to predict. Who would guess that
someone would plug their baby into the
electrical socket? But its also worth
considering the context of use. Parents using
these devices are likely to be tired and
fatigued often connecting them in the dark.

Given that it's a low frequency error, it’s the
kind of fault that you would be unlikely to see
happen in a simulated use trial or other form of
user study. However, a well structured error
identification process is likely to pick this up.

It's is a hazard that can be easily ‘designed-
out’, poke-yoke, or error proofing, is central to
this. If the product’s leads were different
shapes to the power socket this particular fault
could have been avoided.

These pictures show situations in which
accidents can occur. The ELECTRODE
LEADS can be incorrectly plugged into:

A. the POWER CORD

B.a WALL SOCKET

C. an EXTENSION CORD,
or other appliance cord

instead of being plugged into the
PATIENT CABLE,

A. DANGEROUS/INCORRECT
POWER CORD CONNECTION

B. DANGEROUS/INCORRECT
WALL SOCKET CONNECTION

C. DANGEROUS/INCORRECT
EXTENSION CORD CONNECTION



http://www.fda.gov/MedicalDevices/Safety/AlertsandNotices/PublicHealthNotifications/ucm242601.htm
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Therac-25

Here is another example on a
different scale. This time a
radiography machine from the
1980s.

Essentially, radiotherapy works
by exposing targeted areas of the
body with radiation. In most
cases, it is used to eliminate or
control the growth of tumours.

The challenge with radiotherapy
as a treatment is that the radiation
is also harmful to healthy tissue.
Thus, it’s critical that the radiation
is delivered to the right place in
the right dose.

The Therac 25 machine was
withdrawn from service after a
number of fatalities.

The following slide describes one
of those cases.

Therac-25 unit

Treatment table

<— ‘ A Motion
——¥ power swilch
7 %,
Room (CR L gt Therapy room
emergency ﬁ intarcom
switch Gh TV
T~ 'ﬂ'ﬁ‘] camera
Turntable
position
MOontor
Controd
console B
Printer -,
™
monitor
_ Door Room
Display Mation enable Beam on/off light interlock emeargency
termmnal switch (footswitch) switch switchas


http://sunnyday.mit.edu/papers/therac.pdf
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Two modes of operation

The Therac 25 machine had two modes of operation, a low energy electron mode for
treating tumours on near the surface of the skin and a high energy focused beam for
treating tumours deeper in the body. In the case of the high energy mode, a thick
shaping plate is required to focus the beam to a small area, reducing its intensity.

In one case in Tyler Texas, a patient was due to receive a low energy electron mode, so
the shaping plate was not in place; however, the machine delivered the high energy
dose giving a fatal overdose (the shaping beam not being in place to reduce the
intensity).

It was an experienced operator on the day, who had been using the equipment for two
years and delivered over 500 treatments. It was also a relative straightforward and
routine treatment. So what went wrong?

Low energy High energy

v
|—
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Therac 25 interface

This was the user interface, which was fairly typical of
its time.

Data was entered via a keyboard.




Therac 25 interface

The user entered the patient data as follows:

1. Operator entered prescription data (treatment type and
dose).

PHASE CHROMA  BRIGHT CONTRAST




Therac 25 interface

2. Operator confirmed settings noting that she had
mistyped X (for X-ray mode) rather than E (for an
Electron treatment).

PHASE CHROMA  BRIGHT CONTRAST




Therac 25 interface

. Operator used the up arrow on the keypad to move the
cursor up over the X to edit it.

. Operator typed E to overwrite X (within 8 seconds of
the first entry).

PHASE CHROMA  BRIGHT CONTRAST




Therac 25 interface

5. Operator typed B for beam on.

6. An unfamiliar error was presented on the screen
“Malfunction 54” however, no information was provided
on the details of this error. The operator manual
supplied with machine did not explain or address the
malfunction codes, nor did it give any indication that
these malfunctions could place a patient at risk.

. As system errors were a relatively common occurrence
and routinely accepted, the operator typed P for
proceed.

Malfunction 54




Therac 25 interface

It was later found that there was a little bit of carryover
code in the software, that ignored data entry changes
made within 8 seconds, so the machine disregarded the
change (from the high energy to low energy mode).

There were no mechanical interlocks in place to check for
the shaping plate, thus no defence in place.

As a result, the machine delivered the much more
powerful energy dose resulting in an a massive overdose
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Takeaways

There are two takeaways from these case-studies.

The first, the case of the apnoea monitor leads,
highlights the importance of exploring low-frequency
errors. It also highlights the importance of using

methods in addition to user trials to predict errors. 1. Low frequency Errors may seem
The second addresses the importance of robust | lmpl ausible but the y can be fatal

demonstrably safe code, and the challenges with
using third party modules containing redundant code.

2. Legacy code and the use of third-party
modules can have catastrophic
consequences 1f we don’t fully

understand how they work in all use-
cases
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Interesting trends

(for me at least)

Confidential - Medical_devices_00-03_annotated.pptx



Emerging market trends

| would like to end with some trends that have
interested us over the last year or so.

*

B : -
The first is emerging markets. Emerging markets are ! -
an opportunity for growth in the world of medical : -
devices. ' s .
For HF this brings new challenges in terms of cultural t/’ﬂ/ﬂ/[tf/
norms and expectations.
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http://www.dca-design.com/latest/design-emerging-markets

DCA
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Emerging markets

In the past it has been acceptable to simply sell last
generation products to developing markets. When
Volkswagen stopped producing beetles in Europe, the
production line was shipped to Mexico.

This has a number of advantages as it allows
production at a much lower cost and the production of
a car that is incredibly easy to maintain.

However, politically, and perhaps ethically, it's
challenging — as it could be perceived as placing
different values on health and life.
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At a core level, we cannot compromise the safety or
effectiveness of the device or drug by region or market.

Confidential -

Medical_devices_00-03_annotated.pptx

I
taken by
Deviations P sub task ~ Distance

from moved
prescribed Ne of
process movements
made
C°”c‘,‘f"t°§§? e Frequency

of interaction
Effectiveness

e recovery
alternate
procedures
available Ne of possible
errors
Ne of technical S St em Deviation from
options for y set procedures

completing the
same task

Performance Manual

handling risks

Resilience to Probability of
component errors
failure or Ne
unavailability alumeats
Satisfaction &
Operator Sensorial
satisfaction compatibility
Client Cognitive
satisfaction compatibility
Other Bhysical
stakeholder Velee

satisfaction ~ compatibility

41



DCA

Everything connected

Another interesting trend is connected
devices. The so called ‘internet of
things’ remains a hot-topic. As this
diagram shows we now have
connected thermostats, cars, and TVs.
Right through to nappies cows, bins
and cutlery that measures how fast we
eat. Some of these have proved to be
more successful than others.

The idea of connected medical devices
offers some exciting possibilities, most
notably in recording compliance and
helping patients remember to take their
drugs at the correct time.

The challenge is that it brings with it a
number of risks, if decisions are to
made based on the data produced we
need to be very sure that data is
correct. Likewise, there are security
issues should the data be stolen.

Despite the risks the pull is strong and
something that we should expect to see
more of.



http://www.dca-design.com/latest/designing-better-connected-devices
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Expectations set elsewhere

When it comes to apps and devices to support
medical devices, we also face a number of unique
challenges. As we mentioned previously, the code
needs to be highly reliable and auditable.

But user expectations are being set elsewhere, users
want, if not demand, similar experiences to those from
their Smartphone and tablets. They want integration
with their operating systems and fancy interactions,
animations and graphics.

The trouble of course is that places a huge burden on
demonstrating that it is safe. Not to mention the
requirement to keep pace with yearly updates in
operating systems.

SAFETY

CRITICAL
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DIY medical devices

The final trend is one towards DIY
medical devices

Regulatory demands that medical
device development is a highly
structured process and, as we have
discussed, all potential errors and
adverse outcomes need to be explored
and tested in a controlled way.

And this all takes considerable time
and money.

Some tech savvy users are starting to
find that they can cobble together
medical devices and have them faster
and cheaper than the regulator-
approved versions. What's more they
can share these instruction kits through
online communities.

For me this is equally exciting and
terrifying, it's amazing to see the
ingenuity and agility of the development
process often tackling needs taken
straight from end users. The fact that
the risk assessments on these
potentially fatal devices may be sub-
standard or even non-existent is
incredibly alarming.
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Takeaways

Returning to those take-aways from the historic cases,

there is a very clear role for HF in helping seek and
mitigate for those low frequency errors.

Furthermore we need to be very careful as a society
about the role of DIY medical devices.

1. Low frequency errors may seem
implausible but they can be fatal

2. Legacy code and the use of third-party
modules can have catastrophic

consequences 1f we don’t fully
understand how they work in all use-
cases
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Questions?

@danielpjenkins
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